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Understanding and Curbing Cybercrime in the United States
Introduction
Technology is growing rapidly in the modern world due to its various benefits to the population. As a result of its worthiness in the general public, pretty much of every person with knowledge in the computer has adopted in the technology. Honestly, development has made the world a worldwide town propelled age. Be that as it may, the use of development has led to an increase of cybercrimes. Cybercrime is a criminal offense which is executed over the internet. Cybercrimes are a new and rapidly developing form of crime in various nations across the world (Wadhwa, 2017). Cybercrime bases its entire agenda from taking advantage of people over the internet. Looking at the future of cybercrime in the United States and the direction being taken by cybercriminals, it is evident that the perpetrators are a step ahead of the authorities. Each day cybercriminals find a new way to commit cybercrimes making it hard for the responsible authorities to get rid of the actions. 
Today, cybercrime has pulled in a lot of worries to the world as a result of extraordinary increase in the cases involved. In fact, every single day, another technique for cybercrime case is being recorded. Indeed, cybercrime has turned into the most heartless wrongdoing on the planet today causing various people to lose their personal data to hackers through the internet. To exacerbate the issues, majority of the culprits mostly get away without being suspected of getting identified. The most common forms of cybercrime include cyberstalking, hacking of personal data, malicious software or viruses, telemarketing fraud, electronic fund transfer crimes, terrorism, and child trafficking and abuse among others (Al-Suwaidi, Nobanee, & Jabeen, 2018). Cybercrime is a very serious criminal offense that involves a number of criminal practices. This paper highlights the different forms of cybercrime, how to curb cybercrime and the future of cybercrime in the United States.
Research Questions
1. What are the origin and the current state of cybercrime in the United States?
2. Which are the different actions taken to curb cybercrime in the U.S.? 
Literature Review
The origin and the current state of cybercrime in the United States.
The primary cybercrime events were perpetrated before the Internet came to existence and included information robbery. The invention of digitized techniques including computers and computer systems may have led to development of mankind into the 21st century though it also benefitted criminals. Hacking is a form of cybercrime that is used to describe the modification of a product or process to alter with the normal functioning of the product or the procedure. Hacking is purportedly thought to have started during the 1960s when it was used to depict the activities of certain MIT model train lovers who balanced the action of their model trains. They discovered ways to deal with certain capabilities without re-structuring the entire device. These curious individuals continued to work with early PC frameworks where they applied their interest and knowledge in learning to change computer codes that were used in earlier computer programs. A few of their hacks ended up being productive to the point that they made the principal thing called the UNIX working framework, made as a hack by Dennis Ritchie and Keith Thompson of Bell Labs. To the general populace a "hack" wound up being known as a quick strategy to fix an issue with a thing, or a straightforward technique to improve its ability (Al-Suwaidi, Nobanee, and Jabeen, 2018).
The malicious relationship with hacking became evident in the 1970s when early modernized telephone frameworks turned into an objective. Innovatively shrewd people, called "phreakers" found the right codes and tones that would bring about free long-distance services to the public. They impersonated the administrators, burrowed through Bell Telephone organization garbage to discover mystery data, and performed many tests on early phone equipment so as to figure out how to exploit the framework. They acted as hackers in every way to adjust the hardware and programming to steal long-distance telephone services. This action was a complicated issue for law implementation, due to a limited extent of law enactment to help in criminal arraignment and a deficiency of skilled individuals with the knowledge of what was happening. Unmistakably computer frameworks were available to crime, and as progressively complex correspondences ended up accessible to the shopper, more open doors for digital wrongdoing created (Wadhwa, 2017). This incident opened up for opportunities to development of cybercrime. From 1986, there were various incidences of cybercrime leading to formation of various foundations including the Electronic Frontier Foundation (EFF) to respond to cybercrime activities. 
Impact of various forms of cybercrimes
With the expansion in cyber-attacks, the security of advanced space has turned into a profoundly demanding subject. Proof has been gathered from various sources that have upheld the expansion in the assault proportion at a national level. Agreeing to the Cyber Crime Report (2016), 122 million assaults were recognized and averted, depicting a 35% increase in the number of cybercrime cases from 2015 to 2016. The American Institute of CPAs highlighted the major forms of cybercrimes according to their costs and losses (Tiwari, Nobanee, & Rawat, 2016). For instance, the electronic fund transfer fraud identified in 2008 was projected to reach 800 million dollars by the end of 2016. This case involved the hijacking of the entity of the computers in a banking institution through the use of social engineering and malware with the aim of stealing money. On another instance, data theft has already affected over 21.5milion people including 4.2 million former federal workers.  Data theft involves illegal possession of personal data including personal credit card information held in employee records, trade privacy, source code, and individual property. 
Besides, the Anti-Phishing Working Group (APWG) found that the most affected sectors in business are retail and administrations, experiencing 43% of the cases, trailed by the monetary sector with 21%, the Internet service administrators with 12%, and lastly that payment administrations, multi-media and long-range informal communication, with government, shocking having 1% of the total attacks. This expense expressly impacts organizations by totally affecting their marketing exercises, harming the organization’s reputation, causing loss of the consumer’s certainty and in return harming the entire business (LaPrade & Back, 2019). 
Curbing Cybercrime Attacks
Modern technology is quickly rising to battle expanding cybercrime threats. New advancements are bringing out in place to make online environment more secure. These advancements make the future of the online community and internet connectivity that promotes building of online relationships. However, there is one significant part of cybercrime that innovation can't generally affect and that is human conduct. Shockingly, people can be powerless and effectively deceived making innovative improvements alone inadequate in fighting cybercrime attacks. People should, therefore, adopt an increasingly comprehensive strategy by utilizing innovation and better understanding of the human factors that make cybercrime conceivable. Various researchers have identified human factors as the main cause of cybercrime after technology. Tiwari and his colleagues contribute to the literature of this research by highlighting the cause of cybercrime that is related to human factors. Tiwari and his colleagues argue that sociodemographic factors, opportunity factors, and social factors influence the fear of cybercrime (Tiwari, Nobanee, & Rawat, 2016). Human interaction in online and social environments affect the nature of victimization in cybercrime. 
Cybersecurity awareness training is viewed as a viable preventative strategy so as to solidify human vulnerability. Various studies on this issue propose that cybercrime awareness campaigns and building socially built standards for online clients will improve human vulnerabilities to cybercrime. Similarly, numerous cybersecurity specialists and researchers attest that cybersecurity awareness and education training is one of the most important perspectives for people to successfully battle against digital threats (LaPrade & Back, 2019). All things considered, taking into account that human factors still assume a huge task in the continuous improvement of cybersecurity and ensuring basic data frameworks, it is essential to take note of that cyberspace management techniques alongside actualizing cybersecurity awareness training, and a flexible response framework is on the whole vital intends to viably relieve the probability of cybercrime exploitation and limit misfortunes in an internet setting.
A new feature in Windows 10 tends to attend various typical disappointment including burden and frailty of passwords. A biometric framework like Windows Hello has security and effectiveness advantages over customary passwords. The advantages are as a result of the awry cryptography where the main privileged insights are put away on the client's gadget and not in the cloud. This shields clients from losing validation qualifications if an administration they use is ever ruptured by an enemy on the grounds that there are no accreditations or privileged insights stored in a server. A biometric confirmation has been developing in prevalence in the cell phone field, where unique mark scanners are incorporated with some famous telephone models. It's less popular in the work area though, where scanners need to be obtained independently (Wadhwa, 2017). The incorporation of facial and eye acknowledgment in Windows may support the ubiquity of biometric validation on processing gadgets. 
Hacking of the ATM password, moving the cash by hacking the ledger subtleties of the unfortunate casualty's record to theirs, some sex pornography issues and so forth are a portion of the robberies that are taken care of by educated people. There is an inclination to execute a portion of the guidelines and rules, to handle and oversee the cyber law. Digital security requires worldwide co-activity to manage the security of the internet. It secures computer equipment, computer assets or computer hardware, data and information from any unapproved access and the disclosure.
Conclusion
To fight the fast-spreading cybercrime, governments and associations must have collaboration comprehensive in a general sense to develop a great model that somehow controls the danger. The web is in a general sense used for the progression of life,  to make individuals mindful of overall exercises, upgrades the speed of life also and makes clients actually solid and sufficient.  As the use of technology advancement is extending bit by bit, cybercrime is also growing gradually. It covers all malpractices associated with computer systems. A portion of the culprits are in fact master and instructed having further and surprising information with respect to the innovation (Wadhwa, 2017). Different types of cybercrime have turned into an intense issue to the online network and different associations on the planet. Cybercrime can be averted through execution of different procedures. Nonetheless, the usage requires worldwide participation and coordinated effort to manage the internet security.
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